Manual installation FortiVPN client (Windows)

Remote Access Microdata

Foreword

This document provides detailed instructions for obtaining the FortiVPN client on your Windows
machine. This client is essential to connect to the Remote Access environment. Follow the steps

below carefully to ensure a successful installation.
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Installation preparation and system requirements

The system used to set up the FortiVPN client must meet the following requirements:

The system used to set up the Remote Access Microdata session must meet the following
requirements. At CBS, we follow a T-1 policy, which means that the Horizon Client and OS must

comply with specific criteria. Further information about this can be found on the RA information

page.

Required Internet Connectivity

Traffic below to the VPN Gateway (87.213.43.223)
IPSEC and IKE (UDP on port 500)
FW1_scv_keep_alive (UDP port 18233)

HTTPS (TCP 443)

Note: If a FortiVPN client is already installed on this system, it
should be uninstalled first.




Installation of FortiVPN

Log in to the workspace with an account that has sufficient rights to install the FortiVPN software.
The account must have permissions to install software and to configure a network adapter.
Preferably use an account with local administrator rights for this.

1. Open an Internet browser and download the FortiVPN client setup from the following
address:
http://download.cbs.nl/FortiVPN_Windows.zip

2. Extract the downloaded zip file .
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3. Run the setup file FortiClientVPNSetup.

MName Type Compressed size
] FortiClientVPNSetup_7.2.2.0864 x64  Application 128.595 KB
| | Fortinet_win.conf CONEF File 6 KB

4. Then the question will appear: “Do you want to allow this app to make changes to your
device?”. Click Yes.



The following screen appears:
ﬁ FortiClient VPN Setup
Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

[“]Yes, 1 have read and accept the License Agreement E Cancel

5. Check the box “Yes, | have read and accept the License Agreement. Click Next.

The next screen appears:

4 FortiClient VPN Setup

Destination Folder

Click Next to install to the default folder or dick Change to choose another.

Install FortiClient VPN to:

C:\Program Files\Fortinet\FortiClient,

Change...

6. Click on Next.



4 FortiClient VPN Setup — X

Ready to install FortiClient VPN

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. Click on Install.

15 FortiClient VPN Setup — Py

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

8. Click on Finish.



# FortiClient VPN Setup

You must restart your system for the configuration
changes made to FortiClient VPN to take effect. Click Yes
to restart now or Mo if you plan to manually restart
later.

9. Click on Yes to restart the PC. If this screen does not appear, please restart your system to
complete the installation.

Once your system has rebooted, you can open the VPN console again by activating the Fortinet icon
in the tray of the taskbar.
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Tip: If you click with the right mouse button, the context menu below will appear. If you double click
with the left mouse button, the VPN console opens immediately.

Open FortiClient Console

About FortiClient

Connect to "RA-VPN"

Shutdown FortiClient




After starting the Forticlient, the following screen appears:

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical

support.
| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues

experienced while using this free software.

10. Check the box and click I accept.




1@ FortiClient - x

File Help

Configure VPN

The first time you start the Forticlient, the VPN configuration must be restored.
This is only possible by unlocking the configuration.

11. Click on the lock at the top right of the FortiClient VPN application: H and enter the
password if prompted.

12. Then click on the settings gear: u
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File Help

Upgrade to the full version to access additional features and receive technical support.
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Backup or restore a configuration Backup Restore

= Logging
Log Level
Los e

= VPN Options
D Preferred DTLS Tunnel
[] Do not Warn Invalid Server Certificate




13. Click on Restore and choose the Forticlient configuration “fortinet.conf” that is included in
the zip file. Click on Open
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14. Enter the password that’s mentioned in the email “Privacy awareness questionnaire” that
you’ve received from us.

15. Click on OK to restore the configuration.
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16. You get the message: Configuration restored successfully. Click on OK.

@ FortiClient - p?
File Help

Configuration restored successfully

OK

17. After restoring the configuration, click on the home icon .

The next screen appears:

I@ FortiClient - X
File Help

VPN Name RA-VPN ~
Username ‘mx |
Password |" ''''' | @ |

Cancel Connect

This completes the installation and configuration of FortiVPN client. You can now safely and securely

use the RA Microdata environment on your macOS machine.

For further instructions on the login method, please refer to the manual on the website or sent to

you by email.
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