Installation manual FortiVPN MacOS
Remote Access Microdata

Introduction

This document describes the actions that must be performed to make the FortiVPN client, which
is necessary to set up a connection to the Remote Access environment, available on a MacOS
machine.

Installation preparation
The system used to set up the FortiVPN client must meet the following requirements.

Required System Requirements

Operating System Apple MacOS minimal 10.12
Memory Minimal 256 MB
Free disk space 20 MB

Required Internet Connectivity
Below traffic to 87.213.43.223
IPSEC en IKE (UDP port 500)
HTTPS (TCP port 443)
ESP (IP port 50)
NAT-T (UDP port 4500)

Note: If aFortiVPN client is already installed on this system, it must |
removed first.

Installation of the VPN

Log in to the workplace with an account that has sufficient rights to install the FortiVPN
software. The account must have permissions to install software and to install a network
adapter. Preferably use an account with local administrator rights for this.

Open an Internet browser and download the FortiVPN client setup from this address:

http://download.cbs.nl/FortiVPN_MacOS.zip



Open the zip file and run the setup file FortiClientUpdate.
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After installation, check whether the FortiVPN client has write permissions on the file system.
Look at settings / Security and privacy / Privacy tab.
Adjustments can be made by first clicking on the lock. Then make sure “fctservctl2” is checked.

{ < i1 Beveiliging en privacy Q

Algemeen = FileVault  Firewall = Privacy

|“| |oegankeljkneia

Geef op welke van de onderstaande apps toegang
hebben tot Mail, Berichten, Safari, Woning,
Time Machine-reservekopieén en bepaalde

instellingen voor het beheer van alle gebruikers op
- Volledige schijftoegang deze Mac.

Invoer vastleggen

£ Bestanden en mappen - ctxworkspaceupdater

@ Schermopname fctservetl

Media en Apple Music fotservetl2

(] Homekit com.citrix.ReceiverUpdaterHelper

. Bluetooth .| ...

+ J—
Beschikbaarheid van gebruiker
m Automatisering
i
é Klik op het hangslot om de instellingen te vergrendelen. Geavanceerd... ?

VPN Console can be opened by clicking the Fortinet icon at the top of the screen..
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The next screen appears. Accept the terms.

[ ] FortiClient

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.
Please upgrade to the licensed version for advanced features and technical support.

| acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

The first time, the VPN configuration must be restored. This is only possible by unlocking the

configuration. Click on the lock at the top right of the FortiClient VPN application: H and enter
the password of the Mac if prompted.

Then click on the settings gear n

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

= System

Backup or restore a configuration
= Logging

Log Level

Log file Export logs Clear logs
= VPN Options

[ ] Do not Warn Invalid Server Certificate

= Privacy Status

System Preferences Open System Extension

Click on Restore and choose the Forticlient configuration “fortinet.conf” that is included in the
zip file.



And click on Open.
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Then press OK in the screen below.
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You will now receive a message that the installation was successful.

® Information [ x |

Configuration restored successfully

OK

You can login after restoring the configuration. Enter the VPN account name at Username
(without @remoteaccess.cbs.nl) and at Password the PIN code + RSA token code of the
hardware token (without the “+” sign).

o FortiClient

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name ‘RA-VPN v‘ =
Username ‘tes1 ‘
Password |..-...........| @ |

If a VPN has been successfully set up, it is only possible to connect to the CBS Remote Access
environments. Other Internet and network addresses are blocked.

To disconnect the VPN, click on the FortiVPN client icon at the top of the MacOS screen and
select Disconnect. After this, all Internet and network addresses are accessible again.



If you have entered your username or password incorrectly several times, you will be locked in
the system. You should then send an email to microdata@cbs.nl.

After this we will unlock your account and you will see the following screen when logging in:

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

®
SMS-code:
Code { }
Cance
Status: Connecting

VPN Name RA-VPN v

Username |

Password seeeveney

Disconnect

Please pay attention that you do not enter an SMS code in the field: “Code” but that you enter a

new “fresh” token code.
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