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Abstract

Synthetic data finds its foundation in statistical disclosure control. It was formalized by Rubin in
1993 as a technique to enable safer distribution of microdata to the public. Today, synthetic data
has evolved into an interdisciplinary field spanning statistics, computer science, and artificial
intelligence. It is no longer used solely for disclosure control but also for a wide range of
applications, including data sharing, machine learning development, testing algorithms, and
addressing data scarcity. At the same time, ongoing research continues to address serious
challenges related to data utility, disclosure risk, and evaluation methods. In this paper, we aim
to create clarity in the terminology surrounding synthetic data, specifically for application in
official statistics. We first give a brief history of synthetic data methodology to place the
definition of synthetic data in a historical context. Subsequently, we describe the bulk of the
terminology related to synthetic data, propose definitions and scopes for each term, and reflect
on the different methods from the view of different application scenarios in official statistics.

Keywords: data generation, simulation, Al-generated data, statistical disclosure control

This is an internally reviewed preprint ahead of journal publication

CBS | Discussion paper | July 2026 2



Contents

1 Introduction 4
2 ABrief History of Synthetic Data Methodology 5

3 Terminology Surrounding Synthetic Data Methodology 6

3.1 Related Terms 8
3.2 Synthetic Data 9
3.3 Imputed Data 11

4 Congeniality and Applicability of Synthetic Data in Official Statis-
tics 11

4.1 Congeniality 13
4.2 Utility of Synthetic Data 14
4.3 Intended Use 14

5 Conclusion 16

References 17

CBS | Discussion paper | July 2026 3



1 Introduction

In essence, all models for generating data are wrong, but some are useful (a modification of the
famous quote by Box and Draper (1987)). Originally coined in Rubin (1993), the term synthetic
data only really gained traction in recent years. Synthetic data is generated by a statistical process
that extracts information from an actual dataset, and is then expressed as a collection of artificial
or synthetic datasets. This allows, in theory, for dissemination of the informational content of the
actual microdata and, at the same time, in theory limits the exposure to potential inadvertent or
malicious disclosure of sensitive information about the subjects (Raghunathan 2021).

However, the definition of synthetic data above is broad and includes a broad spectrum of
data-generation methods, from small “white-box” models to deep neural networks. Further,
there is a plethora of related terms that are often used interchangeably in applications. Some
examples of these terms are dummy data, random data, mock data, simulated data and
Al-generated data. It is important to be specific while communicating about data generation and
applications, as potential utility and privacy aspects can vary widely between methods.

Key while generating data is the intended goal. There are many potential applications of
generated data, such as testing, education, supporting scientific claims, prediction and
knowledge generation. Not all data-generation methods capture the right nature of information
to match all these applications (Bauwelinckx et al. 2025). Because of this, it is crucial to match
the data-generation method to the intended goal, especially when the goal of releasing a
generated dataset is to support scientific claims, prediction or knowledge generation. On the
other hand, one should not apply methods overly complex for the intended goal to avoid
unnecessary costs and possible high disclosure risks.

Disclosure risk is a second important aspect in differences between data-generation methods.
Because the nature of the information captured from the real-world data is different for each
data-generation technique, the choice of a specific technique has great impact on the ability to
safely disseminate (synthetic) generated data and/ or models for data generation. Some models
only capture univariate summary statistics or correlation patterns, whereas others are able to
exactly copy and reproduce a real-world dataset and hence generate data that should adhere to
the same disclosure control rules as real-world data.

Without a shared language, it is difficult to communicate about and collaborate with others
regarding data-generation methods. An example of this is dummy data. Often, the term dummy
data is used to describe placeholder data used for testing computer systems that have no
connection to any real-world dataset and hence no or a negligible disclosure risk. At the same
time, in computer science dummy data can also concern carefully constructed synthetic data
suitable for studying complex database attacks, incorporating a lot of sensitive information. A
researcher who uses the term dummy data for arbitrary placeholder data might think the project
data from the latter researcher can be published without the need for statistical disclosure
control checks.

In this paper, we aim to create clarity in the terminology surrounding synthetic data, specifically
for application in official statistics. We first give a brief history of synthetic data methodology to

place the definition of synthetic data in a historical context. Subsequently, we describe the bulk

of the terminology related to synthetic data, propose definitions and scopes for each term, and

place all techniques within a spectrum of utility and privacy based on the level of detail at which
the model captures information from the original data.
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2 A Brief History of Synthetic Data
Methodology

In the following section we present a brief history of synthetic data methodology: from the origin
in statistical disclosure control and official statistic to the shift towards computer science and
machine learning approaches. A more detailed overview can be found in Drechsler and Haensch
(2024).

The concept of synthetic data was formalized as a tool for privacy protection by Donald Rubin in
1993. He proposed using multiple imputation to replace microdata releases with imputed
microdata, potentially allowing datasets to be shared without revealing confidential information
(Rubin 1993), extending previous work by Little and others on protecting microdata by masking
parts of records by synthetic values (Little 1993). In this framework, synthetic data is generated
from statistical models estimated on the original data, and multiple datasets are created to
reflect the inherent uncertainty. These datasets can then be analysed separately, and the results
combined using specific rules, enabling valid statistical inference despite the release of original
microdata (Reiter and Raghunathan 2007). This idea established the foundation for synthetic
data as a principled method for statistical disclosure control (SDC, also called statistical disclosure
limitation in the US).

Although related ideas existed earlier (e.g. Liew et al. (1985)), synthetic data remained largely
confined to the statistical community for several years. One explanation for this limited adoption
lies in the dominant privacy frameworks in computer science at the time. Models such as
k-anonymity (Sweeney 2002), as well as extensions like I-diversity and t-closeness, defined
privacy in terms of the properties of the released dataset. These approaches required modifying
the dataset directly to meet certain criteria, such as ensuring that individuals could not be
uniquely identified. Synthetic data, however, does not necessarily satisfy these criteria, even
though they may provide strong intuitive privacy protection. As a result, synthetic data did not fit
naturally into these frameworks and were not widely adopted in computer science during this
period.

A major conceptual shift occurred with the introduction of differential privacy (Dwork et al.
2006). Differential privacy redefined privacy by focusing on the mechanism used to generate or
release data rather than on the dataset itself. It requires that the inclusion or exclusion of any
single individual has only a limited impact on the output, thereby providing a formal and
quantifiable privacy guarantees. Certain key characteristics of differential privacy such as the
need to add noise to individual statistical outputs, resulting in inconsistencies between outputs,
and determining an appropriate privacy budget upfront make direct application in official
statistics difficult (Domingo-Ferrer et al. 2025). Nevertheless, this shift in perspective aligns
naturally with synthetic data, since privacy can be ensured through the data-generation process.
Following this development, synthetic data became increasingly relevant in the computer science
literature, and a variety of differentially private data synthesis methods were proposed. These
include approaches based on contingency tables, Bayesian networks, and copula models, all
designed to generate data while satisfying formal privacy guarantees.

Another major turning point came with advances in machine learning, particularly the
introduction of Generative Adversarial Networks (GANs) (Goodfellow et al. 2014). GANs consist
of two neural networks—a generator and a discriminator—that are trained simultaneously in a
competitive process. The generator produces synthetic data, while the discriminator attempts to
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distinguish between real and synthetic observations. Through this iterative process, the
generator learns to produce increasingly realistic data. Although GANs were initially developed
for image and signal data, they were later adapted to microdata, more common in official
statistics and social sciences.

The application of GANs to microdata introduced new challenges, such as handling categorical
variables, modelling complex dependencies, and dealing with relatively weak correlations
between variables. To address these issues, various extensions and alternative generative
models were developed, including variational autoencoders, diffusion models, Bayesian
networks, and copula-based methods. These approaches improved the ability to capture
high-dimensional relationships and made synthetic data generation more robust and flexible. As
a result, the field experienced rapid growth, with increasing integration of statistical and machine
learning techniques.

Today, synthetic data has evolved into an interdisciplinary field spanning statistics, computer
science, and artificial intelligence. It is no longer used solely for disclosure control but also for a
wide range of applications, including data sharing, machine learning development, testing
algorithms, and addressing data scarcity. At the same time, ongoing research continues to
address serious challenges related to data utility, disclosure risk, and evaluation methods. This
evolution reflects a broader shift from traditional parametric modelling toward flexible,
data-driven generative approaches, making synthetic data a central tool in modern data science.

Terminology Surrounding Synthetic
Data Methodology

The evolution of synthetic data and continuous expansion of applications have also led to a shift
and expansion in terminology, at some points losing the connection with the original origins in
statistical disclosure control and the release of microdata. Since synthetic data is generated data,
in this section we will start with defining and describing the most common terms surrounding
methodology for generating data. We only consider machine-generated data here. Data
generation for example by performing experiments by hand, like rolling dice, are outside the
scope. A classification of these terms into synthetic and non-synthetic data is proposed based on
properties of real-world data incorporated in the methods generating the data. This classification
is illustrated in Figure 3.1: the terms are ranked based on the richness of information the models
capture from real-world data. For official statistics, this property is key: on the one hand, the
information captured determines which down-stream uses of generated data could potentially
satisfy the strict quality, consistency and transparency standards held in official statistics. On the
other hand, the detail of information captured by models determine the level of disclosure
control needed. The terms are each described in this section, first the related terms, then
synthetic data and lastly, imputation is discussed.

In this paper we focus on generating microdata. The microdata that is being replaced or
mimicked by the generated microdata is called the real-world data. The terminology we present
could be applied to multi-modal data (images, videos, free text) as well, but in our discussion we
focus on applications relevant to official statistics and hence mainly on microdata, as multi-modal
data is not yet often part of the information stored and disseminated by statistical offices. We
omit the direct obfuscation of tabulated data (frequency tables and magnitude tables), covered
extensively in statistical disclosure control literature (see for example Hundepool et al. (2012)).
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Figure 3.1 Properties of real-world data incorporated in different types of
data-generation methods. Arbitrary data are not included in this overview because
they do not incorporate any information from real-world data. Dummy data only
incorporate information on the model classes that can describe the real-world data.
Random data incorporate information on model class and specific models apt for
illustrating certain theories or properties. Simulated data models incorporate expert
knowledge and information from summary statistics. Finally, synthetic data
incorporates information from individual units in the real-world data into a
data-generation model.
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3.1 Related Terms

3.1.1 Arbitrary data

Arbitrary data is completely random data, generated with completely arbitrary methods, without
any model-specification based on real-world information at all. In a sense, white noise without
any assumptions on the distribution of the noise is a form of arbitrary data. This means that no
data or metadata are used to define the process for generating arbitrary data. An example could
be a placeholder matrix containing machine default values. Arbitrary data is sometimes referred
to as “fake data” or “mock data”. However, we propose to avoid these terms, as they can evoke
the association of misleading or manipulative data and are often used in that context (Muammar
and Shaalan 2026; Piller 2026; Rane and Subhashini 2026).

3.1.2 Dummy data

Closely related to the terms above, dummy data concerns data that is purely intended to be used
as a placeholder, that is, a “dummy”. The term is often used in computer science in relation to
testing and constructing databases. A dummy dataset contains no information derived from
individual entries in the real-world dataset it is a placeholder for. It can contain information on
the model class the data is generated from, solely based on metadata. For example, for
categorical data, categories can be specified. Another example is integer variables that are
specified to fall within a certain range (example in OpenSAFELY (2021)). No information from
real-world data is directly incorporated in the dummy data-generation process, which also means
that outliers or new categories in real-world data are not necessarily incorporated in dummy
data. The choice of the data-generation distribution from the model class is arbitrary. An
example could be filling a database with age placeholders drawn from a uniform distribution, the
choice for the uniform distribution made purely out of convenience, because it is integrated in
standard software testing libraries.

3.1.3 Random data

Random data, also called fictitious data in the literature, is data where the data-generation
process is restricted to a specific model based on an experiment setup (e.g. Calder et al. (2022)).
This model choice is based on certain theoretical properties, to enable a paper’s author to
support performance claims or to illustrate new methods. Values of model parameters are
determined based on the purpose of the random data, or are set arbitrarily. No information
related to a real-world dataset is incorporated. An example could be a researcher performing
power analyses, drawing samples from distributions with various sample and effect sizes to
illustrate a newly developed test statistic. Another example could be drawing p-values from a
uniform distribution (U(0, 1)) for educative illustration purposes on the expected behaviour of a
p-value under a null hypothesis.

3.1.4 Simulated data

Simulated data should not only serve as a placeholder or to illustrate certain theoretical
properties, but mimic real-world data more closely. We define simulated data as data where
metadata and high-level aggregate statistics from previously collected real-world data, enriched
with expert knowledge and/or literature knowledge, are used to define a data-generation
process. This term does not include data-generation models that use unit-level real-world data.
Another term sometimes used to describe these methods is generated data. We omit this term
as it is too broad, since data in all methods in this section are in essence “generated” by a process
or model. An example of simulated data could be to extract a mean and bivariate correlation
from a dataset with normally distributed variables to specify a distribution to draw new samples
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3.2

from to illustrate software used in a scientific publication, where the original study data cannot
be published due to privacy concerns. Another example could be generating an exam scores
dataset for courses where students can receive a score between 0 and 100 for each exam by
drawing from a uniform distribution (U (0, 100)), based on previous studies reporting that grades
approximately follow this distribution.

Synthetic Data

We propose to define synthetic data as data on the unit level that are generated by means of a
statistical model that is estimated on real-world microdata. In line with the literature (Hundepool
et al. 2012) we distinguish between fully synthetic data and partially synthetic data.

3.2.1 Fully synthetic data

Methods that fit algorithms on a unit level to real-world datasets with the purpose of generating
entirely new versions of these datasets are methods for fully synthetic data generation (see
Figure 3.2). There is a wide range of methods that fall under this definition, for example multiple
imputation (as mentioned in Section 2), Latin hypercube sampling, machine learning approaches
like classification and regression trees (CART), bagging, random forests, support vector machines,
general adversarial networks (GAN) and variational auto-encoders (VAE). We deem Al-generated
data a subcategory of fully synthetic data. It is defined as data generated with deep learning or
algorithms with a similar level of complexity as deep learning algorithms, trained with the
purpose of synthesizing data. Al-generated data also incorporates the output of generative Al
models, such as text and images.

A special category of synthetic data generation is agent-based modelling, recently becoming
more researched in the fields of social sciences and official statistics for generating demographic
microdata (Chapuis et al. 2022). Agent-based modelling might appear to have its foundation in
simulated data as described above, with agents and their interactions being defined with expert
knowledge and summary statistics (Bonabeau 2002). However, fine-tuning and validating sound
agent-based models require intensive use of real-world data on the unit level. Further, some
types of agent-based models utilize synthetic data as input data (Chapuis et al. 2022). Hence, we
deem data generated by agent-based models synthetic data.

3.2.2 Partially synthetic data

Partially synthetic data is data where only certain, often sensitive, variables or items are
synthesized (Hundepool et al. (2012); also see Figure 3.2). All non-sensitive entries in the
real-world data are published in their original form, but the sensitive variables are synthesized.
Many methods for generating partially synthetic data exist, ranging from more classical statistical
approaches such as regression and Cholesky decomposition (Hundepool et al. 2012), to data
science and machine learning-like methods (Slokom et al. 2020). Closely related is hybrid data,
where a weighted combination is made of original and synthetic unit-level data. Both partially
synthetic and hybrid data retain the same number of units in the synthetic dataset as in the
real-world dataset, having implications for disclosure risk.

Of the terms listed above, partially synthetic data, fully synthetic data and Al-generated data fall
under the term “synthetic data”. The other forms of data described should not be called synthetic
data, and could be placed under the broader term “generated data”. This may avoid confusion
about the attractive properties but also the privacy risks associated with synthetic data.
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Figure 3.2 Types of synthetic data and the different elements of a dataset they
comprise.
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3.2.3 Simulated data versus synthetic data

Some synthetic data definitions include purely “knowledge-based” methods, similar to what we
call simulated data. There are however important distinctions between what we describe as
simulated data and synthetic data that are especially relevant for applications in official statistics.

Would a statistical office want to enable people to simulate data based on their statistics, they
would only need to share high-level aggregated statistics with the outside world for them to
sample observations from. They could for example share a vector of means and covariate matrix
to enable linear regression through structural equation modelling. The release of high-level
aggregated statistics instead of the simulated dataset has a few advantages. The statistical office
could perform general SDC to ensure an acceptable and explainable level of disclosure risk in the
shared statistics. The low level of detail of information captured by these summary statistics and
hence limited applicability would be immediately clear, preventing unsupported claims to be
drawn from analyses with the release.

Labelling and directly releasing a simulated dataset by a statistical office as “synthetic” can be
confusing, as this evokes expectations about the level of detail captured by the data and about
possible disclosure risks. With synthetic data moving from the statistical to the data science
realm and with many state of the art synthesis techniques being of high complexity, expectations
around the level of detail captured in synthetic microdata are generally high. For example, the
general sentiment surrounding synthetic data is that it can be utilized for training complex Al
models (Capasso 2025). However, when data-generation methods are used that only capture
high-level summary statistics, the resulting generated dataset is not apt for reflecting complex
dependencies in the real-world data. It is most likely not apt for prediction tasks or studying
higher-order interactions between variables. When users of the released simulated microdata
would perform such analyses anyway, this would lead to invalid results. We describe this in more
detail in Section 4. At the same time, as described in Section 2, synthetic microdata requires an
entirely different SDC approach compared to simulated data. Requesting a privacy officer or SDC
expert to review the planned release of a synthetic dataset would result in an entirely different
(more labour-intensive) course of action than when requesting to review a release of high-level
summary statistics.

In summary, we advocate for refraining from referring to data generated with high-level
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3.3

summary statistics as “synthetic data” and for releasing the summary statistics directly, instead of
a simulated dataset based on these statistics.

Imputed Data

Imputation is a technique closely related to data-generation methods and was originally
primarily aimed at completing data with missing values at the item-level (Kalton and Kasprzyk
1982). This is illustrated in Figure 3.2. One or more models are fit on the incomplete data, and
used to generate data to fill in missing values. One could wonder why one would aim to
complete data directly before executing an analysis, instead of performing an analysis on
incomplete data or using other estimates or sufficient statistics for analyses. This might stem
from the origin of official statistics in the census, where direct counting of units was a central
task, or from the scarcity of user-friendly statistical software for the analysis of incomplete data
in previous decades.

Often-used techniques are mean imputation, regression imputation and donor-based imputation
(Waal et al. 2011). Multiple imputation (which is mentioned in Section 2, and was the start of the
development of synthetic data techniques) was originally proposed by Rubin as an extension that
makes it relatively easy to evaluate the accuracy of estimates based on imputed data. Mass
imputation is another technique and is often used for data-integration when combining registers
and surveys, to fill all missing values for missing observations in one of the two datasets using
auxiliary variables (Daalmans 2017). All imputation techniques (although mean imputation less
than the others, depending on the precise implementation) use unit-level observations to
estimate distributions to draw or predict missing values.

When imputation is used as illustrated in Figure 3.2, to fill in some missing values at the
unit-level, we do not deem the resulting dataset a synthetic dataset but an imputed dataset.
Imputation to fill in missing values in this way has its origins in dealing with missing values, not in
SDC, in contrast to synthetic data. When mass imputation or multiple imputation are applied
with the goal of filling missing observations for all values of one dataset or to create entirely new
observations, the resulting datasets are partially synthetic and fully synthetic, respectively. These
techniques do have a connection to SDC. In practice, at least some background characteristics of
units to be imputed are usually known, such as main economic activity and size class of a
company or municipality for a person. Hence, in official statistics, when imputation is applied for
synthesis this most often results in partially synthetic datasets.

Congeniality and Applicability of
Synthetic Data in Official Statistics

In this section we will discuss the relation between different forms of generated data, analysis
goals and disclosure risk. We will first introduce the concept of congeniality and, closely related,
testing utility of synthesized data. Then we will discuss in detail Table 4.1 depicted below,
illustrating the aptness of different forms of generated data for several applications in official
statistics. We consider using generated data for software testing, educative purposes, predictive
modelling and distributing synthetic microdata as public use files for on-the-fly analysis by any
member of the public.
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Table 4.1 Different methods for data generation, their relation to four types of
intended use in official statistics and associated risk of disclosure.

Type of | Intended Risk of
generated use disclosure
data
Software Education Statistical Public  use
testing modelling file
Arbitrary very limited  not apt not apt not apt no risk
data
Dummy data aptinsimple notapt not apt not apt no risk
scenarios
Random data | apt in  not apt not apt not apt no risk
specific
scenarios
Simulated apt in most apt in apt in very notapt low, able
data scenarios specific limited to test with
scenarios scenarios standard SDC
techniques
Synthetic unjustifiable  apt in most apt in  most often | high, most
data cost in most  scenarios: specific uncongenial | often im-
scenarios check con- scenarios: or biased possible  to
geniality check con- test with
geniality standard SDC
techniques
Al-generated | unjustifiable apt in most apt in  most often | very high
synthetic cost in most  scenarios: specific uncongenial | and often
data scenarios check con- scenarios: or biased unclear how
geniality check con- to protect
geniality model  and
synthetic data
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4.1 Congeniality

Uncongeniality in synthetic data can occur when the data-generation method does not
correspond to the methods that will be used for analyses on the synthetic data (Meng 1994).
Congeniality is thus a property of the relationship between the synthesis model and the analysis
model. The degree to which this property is attained in practice can subsequently be assessed
empirically. A simple example of congeniality are data simulated with the sample mean vector
and covariance matrix for an analyst who wants to perform linear regression with structural
equation modelling (although one could in this case directly share these sufficient statistics
instead of entirely newly generated microdata, see also Section 3.2). A trivial example of
uncongeniality: when generating synthetic data by modelling each column of the real-world data
independently, one cannot expect to find valid bivariate correlations in the resulting synthetic
dataset. A less obvious example is that modelling a joint probability distribution under
regularization (as many generative models like GANs and VAEs do) is not the same as modelling a
causal process. Synthetic data generated by an arbitrary GAN do not necessarily preserve the
original causal structure of the real-world dataset, leading to spurious findings in time series
analysis of synthetic data and sometimes even reversed effects (Bauwelinckx et al. 2025).

While synthetic data was previously mostly being developed in computer science with a focus on
predictive or discriminative machine learning modelling, congeniality was not much of an issue
(Drechsler and Haensch 2024). However, when exploring the aptness of synthetic data for
replacing public use files or data under contract in official statistics, where it is impossible to
anticipate on all analyses, congeniality becomes very relevant. Rubin, in the original work on
multiple imputation for creating synthetic data, already stated that an imputation model that
correctly captures relationships among data and corresponding estimation methods is essential.
He also noted it is generally impossible for the imputer to anticipate on all possible estimations in
advance (Loong and Rubin 2017). Generally, for imputation, if the imputer’s model is more
general than the analyst’s model, inferences are often valid (Murray 2018).

The reader might think these are specific challenges of the classical statistical “white box”
models applied by Rubin and colleagues. What about machine learning models, and especially
deep learning models, that are able to capture such complex patterns in data? Here, the
principle of Occam’s razor is key. To avoid overfitting and achieve acceptable external validity,
most machine learning models are trained with regularization of parameters to ensure a model
that is as simple and generalisable as possible is selected. However, this might not lead to
selection of a model that preserves the properties in the real-world data needed for specific
analyses, for example preserving causal or timely relations (Bauwelinckx et al. 2025). Ex ante, it is
impossible to state that a synthetic dataset synthesized with machine learning techniques will
lead to universally valid analysis results.

Interestingly, all of the above highlights that the party deciding on the synthetic data algorithm,
also decides which reality is synthesized (Susser and Seeman 2024). They have the power: the
information they capture with their synthesis methods will determine the results and validity of
the analyses performed on the synthetic data. The choice of synthesis model can even reinforce
the choice for a specific analysis model in downstream analysis (Fossing and Drechsler 2025).
This is especially important with regard to responsible machine learning, as synthetic data
algorithms can introduce bias for small groups or vulnerable groups, especially when those
groups are categorized by protected variables (Bhanot et al. 2021).
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4.2

4.3

Utility of Synthetic Data

Given the above, one can obviously not generate a synthetic dataset using arbitrary machine
learning methods for any given analysis goal. The need for testing the utility of the synthesized
data for the desired analyses is indispensable to assure valid analysis results. Testing if the
generated synthetic data provides an appropriate reflection of the information in the real-world
data is generally done with utility measures. These are divided into two categories: general and
specific utility measures. General utility measures are aimed at evaluating if the synthesized
dataset resembles the real-world data, for example if the joint distributions resemble each other.
These are dominant in computer science literature. Specific utility measures are aimed at
evaluating if specific analyses give the same result when applied to the synthetic and real-world
data.

As follows from the congeniality principle described above, high general utility does not
necessarily imply high specific utility for any type of analyses (for example Snoke et al. (2018) and
Hittmeir et al. (2019)). An open question is how specific utility could be derived from general
utility. This means that even if we use machine learning to generate synthetic datasets, either the
technique applied should be adapted such that it is sure to be congenial with the analysis goals,
or all analyses we wish to execute on the synthetic dataset need to be validated using specific
utility measures with a real-world dataset, nullifying the original purpose of generating a
synthetic dataset.

Intended Use

Using the principle of congeniality, we now describe in more detail the aptness of different types
of generated data for different application scenarios in official statistics (Table 4.1). We also
discuss how these types differ with respect to privacy risk.

4.3.1 Software testing
Generated data plays a big role in software testing, both while developing new software

(systems) and while updating existing software. Depending on the complexity of the software
pipeline and the need for consistent relations between input and output of different functional
components, different types of generated data might be apt. Because software testing is so
frequent and test data might have to be adapted based on changing requirements, choosing the
most efficient option for data generation is generally advisable. For example, most unit tests can
be performed with dummy data. Some might even be performed with arbitrary data, such as
assessing if certain variables exist. For testing statistical software, random data can be used,
where data with a specific distribution is generated to test behaviour of computed values under
specific theoretical conditions.

For testing more complex software pipelines involving complex data entries and database
queries, more realistic generated data could be warranted. Often, the properties of the data
tested can be defined in advance based on expert knowledge and estimates of population
parameter values, making simulated data an apt option for software testing. When relations
between variables are very complex, and part of software testing requires ensuring that
(deterministic) relations are retained by a software pipeline, synthetic data might be the only
appropriate solution. Such scenarios are sometimes relevant in the statistical process, for
example for complex statistical pipelines based on combined data from registers. However, the
process of generating an appropriate synthetic dataset should not take more time than obtaining
appropriate test data through alternative ways, for example through designing more unit-level
tests based on specific test cases.
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4.3.2 Education and illustrative purposes

Generated data can also be used for education and illustrative purposes, for example to let
students experiment with data science techniques or to illustrate the used scientific software
published alongside a paper, where public release of the corresponding microdata is not possible.
For a realistic experience, at least expert knowledge or univariate distributions of variables should
be used to generate this data. Hence, arbitrary, dummy and random data are not apt here.
Depending on the desired analysis to illustrate, simulated data might be sufficient, or the use of
synthetic data or even Al-generated synthetic data could be warranted. It should still be checked
whether the generated synthetic data retains analytical validity with specific utility measures, to
ensure that the goal of education about or illustration of data science techniques is reached.

4.3.3 Statistical modelling

Fitting statistical models, either to study (causal) relations in data or to produce estimates of
variables of interest is a key task of statistical offices (although fitting models with the goal of
predicting at an individual level most often is not). Generated data could be used for at least two
purposes here: to create an extra layer of data protection by training a model on generated data
instead of real data, and to enable collaboration in distributed data scenarios. For the latter
scenario, a synthetic data approach can sometimes have advantages compared to other privacy
preserving techniques (United Nations Committee of Experts on Big Data and Data Science for
Official Statistics, New York 2023). For example, in a collaboration between Australian and
Canadian hospitals, a synthetic dataset generated using CART and analysed with multivariate
regression with one-way interactions yielded results consistent with a federated approach.
Setting up the synthetic data experiment took 1 month, whereas setting up the federated
analysis took 1.5 years (Azizi et al. 2023).

Again, congeniality is key when using generated data for predictive modelling. Arbitrary, dummy
and random data are obviously not apt here. The generated data should be able to capture the
information in the data needed for the nature of the prediction task at hand. Building predictive
models with the aim of studying (causal) relations, or explanation, requires a different approach
than building those models with the aim of estimation in a data pipeline. When releasing or
publishing about models based on synthetic data in official statistics, the appropriate tests for
specific utility should always be performed.

4.3.4 Public use files

The last category of applications we consider was the one originally posed by Rubin in 1993 with
the introduction of the idea of synthetic data: synthetic microdata files released as public use
files. From the discussions of model congeniality above it is evident that multi-purpose public
use files based on synthetic data are (currently) not feasible. What about public use files released
with very specific instructions, limiting the scope of analyses? A second problem, besides model
congeniality, is estimation in synthetic data. Although estimations based on synthetic data might
seem unbiased, p-values and standard errors estimated with a synthetic dataset can be overly
optimistic and misleading. This especially happens with deep learning approaches for generating
synthetic data and is difficult to correct for (Decruyenaere et al. 2024). This might decrease the
possibilities for statistical offices to release general, multi-purpose synthetic datasets for
inferential analysis to the public even further. Even if such datasets would be released, it would
be very important to clearly narrow down the scope to that set of analyses that would result
certainly in analytically valid conclusions.
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4.3.5 Risk of disclosure

We have discussed congeniality and potential utility of generated data, but the other key aspect
in working with generated data for statistical offices is the inherent risk of disclosure of sensitive
information. For arbitrary, dummy and random data this risk is non-existent, as these methods
do not incorporate information from unit-level data. For simulated data, only summary statistics
need to be released and hence standard disclosure control rules can be applied. However, for
synthetic data and Al-generated synthetic data, both the model used for synthesis and the
synthetic dataset pose non-standard disclosure control scenarios. Generally, the more
information captured by the model, the higher the disclosure risk, resulting in a privacy-utility
trade-off.

When the goal is to mitigate privacy risks in a release, synthetic data does not automatically offer
an improvement on the privacy-utility trade-off compared to other disclosure control methods. It
is not yet possible to generalize across use cases where their performance is superior (Sarmin

et al. 2025). Most risk measures studied in synthetic data again are generic risk measures,
applicable to any synthetic dataset. However, for disclosure control in official statistics, specific
risk measures that also take into account the context of a publication are warranted. Further, a
unique aspect of disclosure control in synthetic data is that a published synthetic dataset might
be erroneously perceived and used as a real-world dataset by the public (Raab et al. 2024).
Concluding, the process of statistical disclosure control in synthetic data is a complex and tailored
process.

Conclusion

We aimed to create clarity around the terminology surrounding synthetic data through the lens
of official statistics in this paper. We placed all data-generation techniques within a spectrum of
utility and privacy based on the level of detail at which the techniques capture information from
the original data.

We deem those data generation techniques synthetic data that capture information at the
unit-level in original data. The generation techniques cannot be viewed separately from the final
purpose of the analyses on the synthetic data. Here, our definition is in line with, but might be
slightly stricter, than for example previous definitions by UNECE or the UK office for national
statistics (Burnett-Isaacs et al. 2022; Bates et al. 2019). We believe that it is important to be very
specific in the definition of synthetic data, as the advantages and challenges associated with
unit-level based synthetic data are unique, especially in official statistics. Further, the technique
originated from the goal of replacing microdata releases to the public, and the imputation and
later machine learning methods used for synthesis all are based on unit-level data. The
broadening of the definition to sometimes even include dummy data evolved later, but
generated data like dummy data and simulated data have existed since long before synthetic data
was proposed as a concept by Rubin in 1993.

We also showed the importance of congeniality and the final goal of analysis in synthetic data,
and that a multi-purpose public use file is currently unattainable for statistical offices. A central
important question then is what the added value of synthetic data could be for data release and
access problems, compared to other disclosure control methods or privacy preserving
technologies. When sending a party a synthetic dataset they can only use for linear regression
estimates with up to second order interactions, that you have specifically validated for this
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purpose by fitting the regression on the original data as well, what is then the remaining added
value of the synthetic data compared to sending the regression models to that party directly? Or
would there perhaps be more added value in giving them indirect access to the original data
through other privacy preserving techniques, to perhaps check for third order interactions or try
out other models?
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