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Summary

Publications in official statistics often involve estimates by domain. The accuracy of
these statistics is determined in part by the accuracy with which units are classified
in their correct domains. With the increased use of administrative and other non-
survey-based data sources in official statistics, as well as the development of
automatic classifiers based on machine learning, it is important to account for the
effect of classification errors on statistical accuracy.

Although bias and variance formulas for estimated domain totals and growth rates
under classification errors have been derived before in the literature, these
expressions are relatively complicated and therefore do not provide much insight
into the ‘typical’ effect of classification errors on domain statistics. The aim of the
present paper is to provide some guidance, in the form of simple rules-of-thumb,
on the behavior of domain statistics that may be expected in practice when
classification errors occur. To keep matters as simple as possible, we restrict
attention to the common case of counts with a binary classifier. We examine the
accuracy of estimated proportions, differences of estimated proportions between
two periods, and growth rates of estimated counts between two periods. The
results are illustrated using a real text mining application on the prevalence of
cybercrime in the Netherlands.

Keywords
classification errors, domain statistics, bias, variance, machine learning classifier

The views expressed in this paper are those of the authors and do not necessarily
reflect the policies of Statistics Netherlands. The authors would like to thank
Quinten Meertens for his insightful comments on the first draft of this paper,
which have led to several improvements.

CBS | Discussion Paper | February 2020 3



1. Introduction

Publications in official statistics often involve estimates by domain. Two well-
known examples are: the total number of inhabitants of each municipality and the
total quarterly turnover of each economic sector. The accuracy of these statistics is
determined in part by the accuracy with which units are classified in their correct
domains. For statistics based on traditional sample surveys, it is often assumed
that the effect of classification errors is limited and therefore negligible in
comparison to the sampling error. For statistics based on administrative data or
big data, it is clear that this assumption cannot be made. With the increased use of
administrative and other non-survey-based data sources in official statistics, it has
therefore become more important to account for the effect of classification errors
on statistical accuracy.

Recently, new applications in official statistics have started to emerge that involve
the use of machine-learning algorithms for the automatic classification of units
into domains of interest. Some recent examples include: the number of innovative
businesses by region (Van der Doef et al., 2018), the total turnover of webshops in
the European Union generated in the Netherlands (Meertens et al., 2020), and the
number of police reports that register cybercrime (Tollenaar et al., 2019). Often,
such applications make use of data sets that are very large and unstructured, so
that manual classification is not an option other than for small subsamples that
may be used to train or validate an automatic classifier. The results in this paper
apply in particular, though not exclusively, to classifiers based on machine
learning.

Basic expressions for the bias and variance of estimated domain totals under
classification errors have been derived by, among others, Kuha and Skinner (1997),
Van Delden et al. (2016), and Meertens et al. (2019a). The first reference focuses
exclusively on counts, the other references treat the more general case of a
domain total of a numerical variable (e.g., total turnover by economic sector).
More often than not, official statistics focus also on the development of
phenomena over time and therefore involve either a difference or a growth rate
estimator between two periods. For estimated domain growth rates (of a
numerical variable, with counts as a special case), approximate bias and variance
formulas are given by Scholtus et al. (2019). Van Delden et al. (2016) and Scholtus
et al. (2019) also proposed bootstrap methods that can be applied to estimate the
bias and variance of more complicated statistics under classification errors.

Both the analytical expressions and the bootstrap methods require information on
the probabilities with which particular classification errors occur. In applications
that use machine learning, reasonable estimates for these probabilities are often
obtained as a by-product when validating the algorithm. In other applications,
where units are assigned to domains by human annotators or by decision rules,
these probabilities may have to be estimated specifically for the purpose of
evaluating the accuracy of target statistics (Van Delden et al., 2016).
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A drawback of the general bias and variance expressions cited above is that they
are relatively complicated — in particular for growth rates — and therefore do not
provide much insight into the ‘typical’ effect of classification errors on domain
statistics. The aim of the present paper is to provide some guidance, in the form of
simple rules-of-thumb, on the behavior of domain statistics that may be expected
in practice when classification errors occur. Quite often, the classification of
interest for statistical publications is binary. For instance, in the above machine-
learning examples, a business either is innovative or not, a business either has a
webshop or not, and a police report describes criminal activities that are either
cyber-related or not. To keep matters as simple as possible, in this paper we will
therefore focus on the common case of counts with a binary classifier. We will look
at the accuracy of estimated proportions, differences of estimated proportions
between two periods, and growth rates of estimated counts between two periods.

The remainder of this paper is organized as follows. Section 2 introduces the
problem in more detail and reviews previously derived results on the bias and
variance under classification errors, applied specifically to a binary classifier. In
Section 3, the behavior of these bias and variance expressions is studied under
some simplifying assumptions that will hold approximately in many practical
applications. To illustrate these results, in Section 4 they are applied to a real
example of machine learning on the prevalence of cybercrime. The main results
and discussion points are summarized in Section 5.
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2. Setup and review of existing
results

2.1 Setup and notation

We consider a situation where a classification algorithm (e.g., a machine-learning
classifier or a human annotator) assigns cases to two possible classes. As a running
example, to be examined in more detail in Section 4, we consider an application by
Hooijschuur et al. (2019) on cybercrime-related aspects in police reports of crime
victims in 2016. The data consisted of descriptions by victims of the crimes that
occurred to them. The authors used a text mining model to derive a binary
variable indicating whether a reported crime is cyber-related or not. The aim of
this application was to estimate the proportion of cyber-related crimes in the
Netherlands in 2016.

In general, we suppose that there is a classification variable with two classes,
denoted by 1 and 0. Usually, the class 1 indicates that a case has some property of
interest (e.g., a police report that describes criminal activities that are cyber-
related) and the class 0 indicates the absence of this property.

We suppose that the classifier is not perfect. In the cybercrime example, the text
mining model may classify some reports that in reality are cyber-related as being
not cyber-related, and vice versa. We are interested in the effect of these errors

on the accuracy of the estimated proportion of cyber-related crimes, in terms of
bias (systematic deviation) and variance (noise).

To describe these effects, we need to know how often particular classification
errors are expected to occur. In this paper, we will only consider the simplest
scenario, where the classifier is assumed to make random errors in the same way
for all cases. Let p;;1 denote the probability that a case that in reality belongs to
class 1 is assigned to the correct class, and let py, denote the probability that a
case that in reality belongs to class 0 is assigned to the correct class. From the
point of view of class 1, the expected share of false negatives amongst the true
target cases is 1 — py4 and the expected share of false positives among the true
non-target cases is 1 — pyo. These probabilities can be displayed conveniently in a
2 X 2 matrix, as follows:

P11 1- P11)
- | 1
1 —poo Poo @)

In this matrix, the rows correspond to the (generally unknown) true classification
and the columns correspond to the observed classification. Note that p,; is equal
to the recall (or sensitivity) and pgg is equal to the specificity of the classifier.

In practice, the probabilities in (1) can be estimated if the true classification is
known for a random sample of units, such as an annotated test set. For instance,
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in the cybercrime application a random sample was available of 168 reports that
were known to be cyber-related, of which the text mining algorithm classified 133
as cyber-related and 35 as not cyber-related. From this, the probability p;; was
estimated to be 133/168 = 0.79. We will discuss the estimated matrix P for this
example in more detail in Section 4 (cf. Table 1).

In general, we suppose that the same classifier is used for two different time
periods (e.g., two years), denoted by g and r. Let N9 and N" denote the total
number of cases to be classified in each period; in what follows, these numbers
are considered to be known and fixed. Also, for simplicity we assume throughout
this paper that the classifier is applied to the entire target population; that is to
say, we do not consider sampling issues here.

Denote the true number of cases that belong to class j € {0,1} in both periods as
qu and er. The associated true proportions are denoted as a]g = qu/Nq and
ocjr = er/Nr. Based on the observed classification, the numbers of cases in class
j € {0,1} are estimated to be Iqu and 1’\7}. It is assumed that Nf + IVSI = N%and
NI + NJ = N7. Itis then natural to estimate the associated proportions by @Jfl =
1qu/Nq and o?jr = Nf/NT. As a fictional example, suppose that in 2016 there are

N?2016 =1 000 000 police reports on crimes, of which N2°¢ = 100 000 are
classified as cyber-related by the text mining model. In this example, the estimated
proportion of interest is @2°16 = 10%; it follows that @2°1° = 90%.

We suppose that the classification error probabilities for both periods are
described by the same matrix P. Note that this assumption may not hold if the
classification model was updated between the two periods, or if the population
distribution of features used by the classifier has changed substantially in the
interim.

We are interested in the accuracy of the estimated proportion of cases in class 1 in
both periods (c?f and @7) and also in the development of this proportion between

the two periods. This development may be expressed as a difference D" = o] —

af and estimated by D]"" = @ — &]. For instance, suppose that in the above
fictional example for 2017 there are again N2°17 = 1 000 000 police reports on
crimes, but now N2°17 = 150 000 are classified as cyber-related. It follows that
@217 = 15% and D7°*7?°1® = 5% the estimated prevalence of cybercrime has

increased by five percentage points.

Alternatively, the development of a phenomenon over time may be expressed as
the growth rate of the number of cases in the population, Gf’r = qu/N{, and
estimated by G = N /NJ. In the above fictional example, we find G7°'7*°1¢ =
1.5. The growth rate qu’r might be mainly useful if it holds approximately that

N9 = NT. Otherwise, the difference in proportions Df’r might be considered more
informative. Note that when it holds that N9 = N” exactly, then Cf”r =

N{/N{ = & /&7, which means that the growth rate of the counts of the
phenomenon then equals the growth rate of the corresponding proportions. In
practice, the development is also sometimes expressed as a relative growth rate,

which equals (N — NJ)/N] = G'" — 1. In the fictional example, this relative
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growth rate would be 50%. Because the expressions for relative growth rates only
differ from the growth rates by a constant, they are left out of the remainder of
this paper.

2.2 Existing results

In what follows, we will assume that classification errors are the only errors that
affect the statistics of interest. We will also assume that classification errors are
independent across cases. Finally, we will assume that the errors that affect Iqu
are independent of those that affect IVJT. Under the previous two assumptions, this
latter assumption holds in particular if the sets of cases classified by the algorithm
are disjoint for periods g and r. Given these three assumptions, the accuracy of
the estimators defined in Section 2.1 is determined completely by the probabilities
in the matrix P and the true counts qu and er. Specific formulae will now be

reviewed that are known or easily derived from the existing literature.

2.2.1 Results for estimated counts and proportions
In Burger et al. (2015), the following expressions are derived for the bias and
variance of the estimated count Nf:

B(Nf) = (p11 — 1)N1q +(1 - Poo)Nq;
V(qu) =p(1- P11)N1q + poo(1 — Poo)Ng-

Since B(@{) = B(N{')/N%and V(a]) = V(N)/(N?)?, it follows that the bias
and variance of the estimated proportion &f are given by:

B(&f) = (P11 — 1)‘1;1 +(1- poo)ag, (2)
and
1 —pi)al +poo(1 — poo)ag
V(&f) =P11( P11) 1qu00( Poo) 0 (3)

Similar expressions follow for B(&@]) and V(@&7). Formula (2) is equivalent to
formula (28.5) in Kuha and Skinner (1997). Formula (3) is also derived in Meertens
et al. (2019a).

For future reference, we note that the accuracy of an estimated count, say IVf, can
be summarised in terms of its relative bias RB(N,') = B(N}')/N/ and its

coefficient of variation CV(IVf) = /V(]Vf)/E(]Vf). (Note that the coefficient of

variation of an estimator is evaluated with respect to its mean, whereas the
relative bias is evaluated with respect to the true value.) For the associated

estimated proportion &f, we find:

B(ay) _ B(N)/N? _ B(H;)

4N\ —
RB(a7) = al NI/Na N?

= RB(N}')
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and

@ e v

E(af)  E(N)/Ne  E(N)

cv(al) = = CV(NY).

So it does not matter whether the relative bias and coefficient of variation are
computed for estimated counts or for the associated estimated proportions.

2.2.2 Results for estimated differences
For the bias of the estimated difference D", it may be noted first of all that

B(D{") = E(D{") - Dj”
=E(al)-E@})) — (af —af)
= B(al) — B(a)).

Hence, it follows directly from (2) that

B(D!") = (p11 — D(af — af) + (1 = poo) (ag — at)- (4)

For the associated variance, the assumption that errors are independent between
periods implies that V(D"") = v(&]) + V(&}), so that

DITY = p11(1 = pr)at + oo (1 — poo)ag
V(pIT) = + )
P11(1 — p1)ai + Poo(1 — Poo)ag
+ o _

2.2.3 Results for estimated growth rates

Finally, again under the assumption of independent classification errors between
periods, the following formulae based on Scholtus et al. (2019) may be used for
the approximate bias (AB) and approximate variance (AV) of the estimated growth
rate @f‘r:

Gar P11(1 = p11)N{ + poo(1 — Poo)Ng
1

ALTY _ (ST _ ~9T
AB(G") = (GI" - G{") + [p1aN] + (1 = po)NG1?

(6)
and

AV(@f’T) _ p11(1— Pr11) [qu + (Gf’rr)zN{]
[p11N] + (1 — poo)Ng 12
Poo(1 — Poo) [Nél + (Gvf'r)zNor]
[p11N] + (1 — poo) NG 12

(7)

Here, the symbol (71(” is used as shorthand for
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Far _ E(Nf) _ P11Nf +(1- Poo)Ng'
! E(Nlr) p11N{ + (1 — poo)Ng

(8)

The approximate nature of these expressions derives from the fact that they are
based on Taylor series approximations: formula (6) is based on a second-order
Taylor approximation and formula (7) is based on a first-order Taylor
approximation to the estimated growth rate Gf’r.

In Scholtus et al. (2019) more general expressions can be found for the
approximate bias and variance of an estimated growth rate when the classification
errors in both periods are not independent and/or when the growth rate concerns
the total of a numerical variable rather than a simple count. Moreover, all papers
that have been referred to in this section also provide results for classifications
with more than two classes. Here, we will not consider these more complicated
situations.

Finally, it is important to note that expressions (2)—(8) contain elements that are
unknown in practice: the probabilities p;; and pyg and true counts (or true
proportions) such as qu (or af). Estimating the latter quantities in practice is not
entirely straightforward. We will ignore this issue for now and return to it in the
final section (Section 5).
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3. Typical properties of
estimators under classification
errors

In principle, the formulas given in Section 2.2 can be used in practice to evaluate
the accuracy (bias and standard error) of estimated proportions, differences of
proportions, and growth rates, provided that the matrix P is known or previously
estimated. However, in particular for differences and growth rates, these formulas
are relatively complicated.

In the present section, we aim to provide some more insight into the typically
expected behavior of these estimators, in terms of their standard error and bias.
We will derive simple rules-of-thumb by making some simplifying assumptions that
should hold approximately in many practical applications. We will start with
estimated proportions &f (Section 3.1) and then move on to estimated differences
5;” (Section 3.2) and estimated growth rates (Section 3.3).

3.1 Accuracy of estimated proportions
3.1.1 Standard error
It follows from expression (3) that the standard error of the estimated proportion

&f is given by

SE(a7) = Jv(ay) o)

1 q q
= W p11(1 —pra; +poo(1 — Poo)(l - al).

Here, we used that @] + af = 1.

Formula (9) has some interesting features:

— The standard error decreases in proportion to the square root of the total
number of classified cases (N?). Thus, all else being equal, more precise
estimators of the true proportion af are obtained for larger populations. This
makes sense, since we have made the assumption that classification errors are
independent between cases. Therefore, the uncertainty caused by these errors
should tend to ‘average out’ as the population becomes larger. (Which is not to
say that classification errors do not have any effect on estimators for large
populations: there could still be bias.)

— For a hypothetical classifier that does not use any background information and
simply assigns half of the cases ‘completely at random’ to the first class, it
would hold that p; = 1/2 and pgo = 1/2. Consider classifiers with p;; > 1/2
and pyo > 1/2, i.e., classifiers that work better, for both classes, than
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classifying the cases ‘completely at random’. Since f(x) = x(1 — x) is a
monotone decreasing function for 1/2 < x < 1, it then follows that the
standard error of c?f decreases as p1; and pyo become larger. Thus, all else
being equal, more precise estimators of the true proportion af are obtained
when false negatives and/or false positives become more rare. Again,
intuitively this makes sense.!

— Forpj1 = poo = 1, the standard error is zero, as no classification errors occur.
Theoretically, the standard error also vanishes when p;; = pgg = 0, which
corresponds to a scenario where all units are misclassified with certainty.

— For a given true proportion af and population size N9, the above formula for
SE(@&7) can be solved to find all combinations (p15, poo) for which a desired

level of precision [SE(&f) < y] is achieved:

cﬂ(a;l: Nq'V) = {(Pn;Poo)an(l - P11)af + poo(1 — Poo)(l - af) < quz}.

For given values of af, N4 and y, it can be shown that the points (p;1, Poo) for
which the desired accuracy is achieved exactly [SE (@] ) = y] lie on a curve that
in practice will take the form of an ellipse.? In the special case that a; = 1/2,
this ellipse becomes a circle.

To illustrate the last point, Figure 1 shows various ellipses of points (p11,P00)
where a certain precision is achieved for &f in a particular example. In this
example, the population size N9 = 2000 and the true proportion of class 1 in the
population is af = 30%. The red curve indicates combinations of p;; (horizontal
axis) and pg (vertical axis) such that SE(&f) is exactly equal to 1.1 percentage
points. Any point that lies above this curve will achieve a better precision, so the
inequality SE(&f) < 1.1% holds for any classifier with (p11, Pog) lying above or on
the red curve. Similarly, the other curves indicate combinations (p;1,Poo) such
that SE(@7) is exactly equal to, respectively, 1.0,0.9, 0.8, 0.7, and 0.6 percentage
points.

! From a purely mathematical point of view, for classifiers with p;; < 1/2 and pyo < 1/2 it follows analogously
that the standard error of &f would decrease as p;; and py, decrease towards zero. The practical relevance
of this result is limited, as the performance of such a classifier (according to any reasonable evaluation
criterion) could be improved by switching the two assigned classes.

2 In two dimensions, a conic section consists of points (x, y) such that ax? + 2hxy + by? + 2gx + 2fy +c =0,
for certain constants a, b, c, f, g, and h. An ellipse is a special case which occurs when the so-called
determinant A = abc + 2fgh — af? — bg? — ch? # 0 and it holds that h? — ab < 0; see, e.g., Nelson (2003,
pp. 76-78). The points (p11, Poo) ON the edge of c/l(aZ,Nq,y) clearly form a conic section with a = af, b=
(1-ah),c=N%?% f=—1-al)/2,g =—al/2, and h = 0. In this case, the determinant simplifies to
A =al(1-af)(N9y? — 1/4), which is nonzero unless af = 0, al = 1 ory? = 1/(4N9). In practice, it will
nearly always hold that 0 < af < 1. Also, it is natural to demand a precision such that y? < 1/(4N9), since
the bound y2 = 1/(4NY) is achieved by classifying the cases ‘completely at random’ (p;; = poo = 1/2).
Furthermore, when 0 < af < 1 it always holds that h? — ab = —a} (1 — a]) < 0. We conclude that, in
practice, the edge of A(af, N%,y) will take the form of an ellipse.
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Figure 1. Isocurves (P11, Poo) such that SE(&‘II) = y for a classification
problem with N9 = 2000 and a; = 30%, with different values of y.
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Figure 2. Isocurves (P11, Poo) such that SE(&;’ = 1.0% for a classification
problem with a‘ll = 30%, with different population sizes N1.
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Different classification models with different probabilities (p11,Pgo) that lie on the
same curve will achieve the same standard error for &f. For example, it is seen
using the orange curve in Figure 1 that for this classification problem two different
classifiers, one with probabilities p;; = 0.90 and pgo = 0.55, and the other with
probabilities p;; = 0.70 and pyy = 0.73, both achieve a standard error of
approximately 1.0 percentage points. It is also seen that, for fixed values of N9 and
af, a relatively large increase in the probabilities p;; and/or py, is needed to

improve the standard error of the estimator by as little as 0.1 percentage point.

To illustrate the influence of the population size N7 on the precision of &f, Figure
2 shows ellipses of points (p11,Pg0) Where a standard error of 1.0 percentage
points is achieved for the same problem as in Figure 1 but with N4 varying
between 500 and 2500. Any point (p11,Poo) that lies above a curve corresponds to
a classifier with SE(@;') < 1.0% for the population size N9 associated with that
curve.

It is seen that the precision improves rapidly as the population size increases. For
instance, when p;; = 0.9, to achieve a standard error of 1.0 percentage points
when the population size N7 = 1000 (green curve), it is required that p,, = 0.88.
But when the population size is N9 = 2000 (orange curve), the same precision is
already achieved when py, = 0.55. For N9 = 2500, a standard error of 1.0
percentage points can be achieved by classifying the cases ‘completely at random’,
with p11 = poo = 0.50. Hence, the red curve in Figure 2 is reduced to a single
point.

3.1.2 Bias
For the bias of the estimated proportion &f, it follows from (2) that

B(&]) = (p11 — Daf + (1 — poo)(1 — af). (10)

Unlike the standard error, this bias does not become smaller for larger
populations. Also, the bias does not necessarily decrease when false negatives
and/or false positives become more rare. In fact, it is easy to derive from (10) that,
for a given true proportion a, a particular bias B(&;) =  is achieved exactly
when

af 1-2al-p

pOO_l_afpll 1_af

(11)

Note that the points (p;1, Poo) Where this bias is achieved form a straight line. This
is illustrated in Figure 3 for the same example as above, with af = 30%. In this
example, expression (11) can be simplified to poy = (3/7)p11 + (40 — £)/70 (with
B expressed in percentage points).

It is seen in (10) that the bias in &f is zero if, and only if,

(1—-pidal =1 - Poo)(l - af)- (12)
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Figure 3. Isolines (P11, Poo) such that B(&‘II) = B for a classification
problem with a‘ll = 30%, with different values of S.

In this situation, the expected number of misclassified cases from class 1 is equal
to the expected number of misclassified cases from class 0. As a special case of
(11), it follows that the bias is zero if, and only if,

aj 1-2a] (13)
Poo—l_ fpll l—af

Thus, the bias in dff is minimized when the probabilities of classification error for

the two classes satisfy a certain ‘ideal’ ratio that depends on the true proportion
af.3 As can be seen in Figure 3, any changes to the model that result in a deviation
from this ratio will increase the absolute bias, even when the quality of the model
is improved in terms of false positives and/or false negatives. Van Delden et al.
(2016) gave a real-life example where this phenomenon was encountered. On the
other hand, it is always possible to simultaneously improve both (p;1, poo) as well
as the bias as long as 0 < af < 1. It follows from Figure 3 that starting from a
point (p11, Poo) With bias and moving in a straight line towards the point (1, 1)
always reduces the bias.

Of course, improving the rate of false positives and/or false negatives could still be

considered beneficial in practice, as it improves the precision of the estimator.
Conversely, a classifier with very low values of p;; and pyq that happen to satisfy

3 Meertens et al. (2019a) observed that condition (12) is equivalent to having a binary classifier with precision
exactly equal to recall.
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condition (12) would still be considered unacceptable in practice, as the resulting
estimator @; is too unstable, even when it is theoretically unbiased. The main
point here is that some care should be taken when trying to improve the accuracy
of a classifier in practice, because in some cases the gain in precision of the
estimator df may be offset by an increase in bias.

As was seen in (13), for any value of p; it is possible to choose pyq in such a way
that B(@]) = 0. Figure 4 shows the standard errors that are achieved for these
combinations of (p;1,Poo), for the same population sizes as in Figure 2. Again, it is
seen that, when the classifier is unreliable, a relatively large increase in the
probabilities (11, Poo) is needed to achieve a significant improvement in SE(&7).
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Figure 4. Curves of SE(&;I) for a classification problem with a‘ll = 30%,
with different population sizes N9, for combinations (p11, Poo) such that
the bias is zero.

Finally, we observe that it follows from (9) and (10) together that

B(&E’q) R ot Daf + A -po)(1—-af) 0(VNT).
SE(O—’1) \/P11(1 - pll)“f + Poo(1 — Poo)(l - af)

That is to say, for large population sizes it is expected that the bias dominates the
standard error of &f. Theoretically, an exception would occur if condition (12)
holds exactly.
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3.1.3 Acceptable ranges of classification error probabilities

As a final result for estimated domain proportions, we remark that graphs of
isocurves similar to the ones shown in the above figures may be used in practice to
find acceptable ranges of classification error probabilities, given a desired
accuracy. This is illustrated in Figure 5. For a particular application, a user may
define the maximal absolute bias and the maximal standard error that are
acceptable [|B(df)| < f and SE(&f) < y]. For a given true proportion and
population size, isocurves may then be drawn of points (p;1, Pgo) that achieve
these bounds exactly: an ellipse for the standard error y and two lines for the bias
+f and —p.
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Figure 5. lllustration of the use of isocurves for the bias and standard error
of a proportion. The shaded area shows an acceptable region of
probabilities (p11, Poo) such that |B(&‘1’)| < p and SE(&‘II) <y. The solid
line indicates points where B(@}) = 0.

Together, these curves define an acceptable region of points (p11,P90) Where both
restrictions are satisfied; in Figure 5, this is the shaded region. When training the
classification model, the user should then aim to achieve a combination (P11, Poo)
that lies within this acceptable region. In practice, since the true proportion is not
known but estimated, this shaded area itself is known with some uncertainty.
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3.2 Accuracy of estimated differences

3.2.1 Standard error

The standard error of the estimated difference of proportions D" = & — &7 is
given by the square root of expression (5). If the phenomenon under study
develops gradually between periods g and r, and the population size in the two
periods does not differ by much, then it may be reasonable to assume that af =
aj and N7 = NT. In this situation, it follows that

SE(D{") ~ V2 x SE(af)

1
= W\/Z{pn(l — 1)) + Poo(1 — poo) (1 — af)}.

(14)

Thus, as a rule-of-thumb it may be expected that by taking the difference of two
estimated proportions, the standard error due to classification errors is inflated
approximately by a factor v/2 compared to the estimated proportions themselves.
This is due to the assumption made here that classification errors in different
periods are independent.

3.2.2 Bias
For the bias of the estimated difference of proportions, it follows from (4) that

B(D!") = (p11 — D(af —al) + (1 —poo)(af — af), (15)

where we used again that @ + al = 1and af + afj = 1. Itis seen that this bias
will vanish when either & = a holds or it holds that af # a] and (p;; — 1) =
(1 — pgo)- However, this latter condition is only satisfied when pyo = p;1 = 1, i.e.,
when no classification errors occur.

Although the bias of ﬁf’r vanishes completely only under these exact conditions,
in practice it is reasonable to expect this bias to be relatively small. Namely, it was
noted above (4) that

B(D!"") = B(af) — B(ay).

Again as a rule-of-thumb, for phenomena that develop gradually over time it may
be reasonable to expect that B(&j ) ~ B(&}), so that B(D{"") ~ 0.

In summary, we conclude that in practice an estimated difference of proportions
will typically be less biased than the estimated proportions themselves, but also
less precise.
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3.3 Accuracy of estimated growth rates

3.3.1 Standard error

Expression (7) for the approximate variance of an estimated growth rate @f’r is
relatively complicated. To get an impression of the typical magnitude of this
variance, we now introduce the following additional simplifying assumptions:

1. The relative bias of the estimated number of units in class 1 is equal in both
periods: RB(N;') = RB(NY).

2. It holds that af = af.

3. The size of the population does not change between the two periods: N9 = N",

If the phenomenon under study is developing gradually over time, these
assumptions may often be reasonable in practice, at least as a first-order
approximation.

In situations where the above three assumptions are reasonable, one may use as a
practical rule-of-thumb for the standard error of G;*":

SE(GI™) ~ V2 x CV(RY). (16)

That is to say, the standard error of an estimated growth rate is approximately
inflated by a factor v/2 compared to the coefficient of variation (i.e., the relative
standard error) of the underlying estimated population count. For a derivation of
expression (16), see the appendix.*

As was noted in Section 2.2.1, CV(N}') = CV(&]), so we could also have used the
coefficient of variation of an estimated proportion in formula (16). Moreover, we
could also have replaced CV(qu) by CV(]V{) in this formula, since it is not difficult
to show that assumptions 2 and 3 together imply that these coefficients of
variation are equal as well.

Using the form SE(@f'r) ~ 2 x CV(&f), we obtain as an explicit expression:

(17)

1 JZ{P11(1 - P11)af + poo(1 — Poo)(l - af)}

SE(GT") ~
)~ e T A=)

3.3.2 Bias
For the bias of an estimated growth rate, it may be noted first of all that
expression (6) is equivalent to:

41t is not difficult to show that assumption 1 is actually implied by assumptions 2 and 3. We have listed
assumption 1 separately because it may also hold (approximately) in a situation where assumption 2 or
assumption 3 fails. In that case, partially simplified expressions for the standard error and bias of @f’r can
still be obtained from the derivations in the appendix, by using only those parts of the derivations that
require assumption 1.
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. o ~ar V(NT
AB(G") = (@ - 697) + 69 L)
[B(0)] 1s)
— (@0 6) + eV (AT

It is shown in the appendix that, again under assumptions 1-3, this expression can
be simplified to:

AB(GP) = [cv(AD)]". (19)

Thus, as a rule-of-thumb if these assumptions hold approximately, the bias of an
estimated growth rate will be approximately equal to the square of the coefficient
of variation of the underlying estimated population count. Note that, again, it
holds under the assumptions made here that CV(N,') = CV(NY), so it does not
matter for which period the coefficient of variation is calculated. Also, we could
again replace CV(N{) in (19) by CV(&7), since it was seen in Section 2.2.1 that
these coefficients of variation are equal.

Using the form AB(G"") = [CV(@])]?, we obtain as an explicit bias
approximation:

B(Gq,r) ~ ipll(l — pll)a{ + pOO(]- - pOO)(l - (XI)
! N4 [pPr1af + (1 = poo) (1 — a])]?

(20)

The above results suggest that, in practice, it will often be reasonable to expect
that the bias of G, is negligible. The coefficient of variation of NJ (or @]) will
usually be a number between 0 and 1, and ideally much closer to 0 than to 1. The
square of this number will then be even smaller, possibly by several orders of
magnitude.

More precisely, it follows from (16) and (19) [with CV(]V{) = CV(]qu)] that the
ratio of the bias and standard error of @f’r is approximately given by:

B(GY)  [ev(RD)]  cv(RY) ( 1 )
SE(GIT) " Vzxcv(ND) ™~ V2 \WNT/
Thus, the bias of an estimated growth rate should become negligible in

comparison to its standard error as the population size increases. Note that in

Section 3.1.2 the opposite behavior was found for an estimated proportion &f.
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4. Application

To illustrate the results of Section 3, we revisit the application by Hooijschuur et al.
(2019) on cybercrime-related aspects in police registrations of crime victims. As
introduced in Section 2, in this application a text mining model was used to
estimate the proportion of cyber-related crimes in 2016, which we denote here by
a2916_This proportion is estimated for the registered crime, which concerns close
to one million reports. As a result, the standard error of this estimator is negligible;
we therefore limit the presented numbers to the part of the formula that does not
depend on the population size.

A random sample of 1718 descriptions was drawn out of a total of 980 thousand
reports from 2016. This sample was annotated manually by two persons. For the
purpose of the illustration in this section, we consider the manually assigned labels
as representing the truth for the cases in the sample. The performance of different
text mining models for predicting cyber-related crime was tested on the random
sample using a tenfold cross-validation.

Hooijschuur et al. (2019) started with a basic text mining model that was aimed at
estimating the overall proportion of cyber-related crimes. This basic model
consists of a Support Vector Machine (SVM) model. The SVM model uses a bag of
words approach with real words as input. Lemmatisation or stemming was not
used, since there are no good tools for that in the Dutch language. A limited set of
stop words was removed.

As a next step, the authors wanted to use the model to estimate the proportion of
cyber-related crimes at a more detailed level, for nineteen different crime
categories. (Examples of crime categories are: ‘theft/embezzlement and burglary’,
‘handling stolen goods’, and ‘assault’.) The performance of the basic model varied
per crime category. Using a log-linear model Hooijschuur et al. (2019) identified
seven crime categories with for which the association between the true and the
predicted labels differed significantly from the others. Next, the parameters of the
model were retrained on each of those seven crime categories separately. All
other crime categories were taken as an eighth group on which the model was
retrained. Details can be found in Hooijschuur et al. (2019). In this section, we will
compare the results of the basic and retrained model.

For the basic model, Table 1 shows how many cases in the random sample were
classified correctly and how many misclassifications occurred. Table 2 provides the
same information for the retrained model. Note that in both tables the number of
true cyber-related crimes is the same (168). Below, we will use the associated
proportion in the sample as a proxy for the (unknown) true proportion in the
population: a?°1® = 168/1718 = 9.8%.
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Table 1. Contingency table of true and predicted labels for the annotated
sample (basic model).

True class Predicted class Total
1 0

1 133 35 168

0 33 1517 1550

Total 166 1552 1718

Table 2. Contingency table of true and predicted labels for the annotated
sample (retrained model).

True class Predicted class Total
1 0

1 139 29 168

0 51 1499 1550

Total 190 1528 1718

Using the results from Section 3.1 and the information in Table 1 and Table 2, we
can estimate the bias and standard error of the estimated proportion @216 for
both models. For the basic model, Table 1 yields the following matrix of
classification error probabilities P as defined in (1):

p _=(0.7917 0.2083)
basic = \0,0213 0.9787/°

Substituting these probabilities into (10) and (9), together with a?°1¢ = 9.8%, we
obtain:

B(@2%°16) = —0.2083 X 9.8% + 0.0213 x 90.2% = —0.12%,
V0.7917 x 0.2083 x 9.8% + 0.9787 X 0.0213 x 90.2% _ 0.1869

VN VN

SE(@2°16) =

Note that — since the bias does not depend on the size of the dataset — we can
check the outcome for the bias from the numbers in Table 1. Since we used
168/1718 as a proxy for a?°1¢ we find B(@2°1®) = (166 — 168)/1718 = —0.12%.
From Table 1 we can also directly verify footnote 3: when recall and precision are
equal, the estimated bias is 0.

Similarly, for the retrained model we find from Table 2 that

p ' _(0.8274 0.1726)
retrained — \(0 0329 0.9671/

In comparison to the basic model, the retrained model identified a larger
proportion of cyber-related crimes correctly. It also misclassified a slightly larger
proportion of non-cyber-related crimes as cyber-related. Detailed results in
Hooijschuur et al. (2019) show that the association between the true and
predicted labels was more homogenous across different crime categories after
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retraining the model; in this respect, the retraining was considered successful
because its main goal was achieved.

For the bias and standard error of the estimated overall proportion after
retraining, we find:

B(&%°16) = —0.1726 x 9.8% + 0.0329 X 90.2% = 1.3%,
V0.8274 % 0.1726 x 9.8% + 0.9671 x 0.0329 x 90.2% _ 0.2066

VN VN

SE(@2016) =

Interestingly, the magnitude of the bias was increased by retraining, and its sign
was switched. This effect is surprisingly large, given that the misclassification
probabilities in Pygsic and Pretrqinea are quite similar. To better understand this
result, we have drawn a similar graph to Figure 3 for the classification problem in

this application, with a2%16 = 9.8%); see Figure 6.
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Figure 6. Isolines (P11, Poo) such that B(&‘D = B for the cybercrime
application with a‘} = 9.8% (solid line: § = 0; dashed lines: # = +1%; dot-
dashed lines: B = +2%). The red, blue and purple points indicate (p11,Poo)
for the basic, retrained and hypothetical model, respectively.
Given the size of a?°19, it seems undesirable to have an absolute bias that exceeds
1 or 2 percentage points. Therefore, the lines in Figure 6 show the probability pairs
(P11, Poo) such that the absolute bias equals 2% (dot-dashed lines) or 1% (dashed
lines) or vanishes (solid line). The red dot shows the position of the basic model in
this grid with a bias close to zero. By retraining the model, we move to the position

CBS | Discussion Paper | February 2020 23



of the blue dot. It is seen in the figure that, although the two points are relatively
close together, they lie on different isolines with respect to the bias of @2916,

As a further illustration of the fact that reducing the probabilities of classification
errors does not always improve the bias of domain estimators, we consider a
hypothetical example. Suppose that we would retrain the model in this application
again and somehow end up with the contingency table shown in Table 3.

Table 3. Contingency table of true and predicted labels for the annotated
sample (hypothetical model).

True class Predicted class Total
1 0

1 136 32 168

0 14 1536 1550

Total 150 1568 1718

The associated matrix of error probabilities is:

, _(0.8095 0.1905)
hypothetical =\ 0090 0.9910/

In comparison with Py, both diagonal probabilities in Py, o¢neticar are closer to
1. Thus, the hypothetical new model is able to predict more accurately whether an
individual report is cybercrime-related or not, both for reports that truly involve
cybercrime and reports that do not. However, on an aggregated level we find for

the bias and variance of @2°1¢ under this model:

B(&?°16) = —0.1905 X 9.8% + 0.0090 x 90.2% = —1.0%,
/0.8095 x 0.1905 x 9.8% + 0.9910 x 0.0090 x 90.2% _ 0.1522

VN VN

SE(@2°16) =

In comparison with the original model, the absolute bias has increased from
0.12% to 1.0%. In Figure 6, the position of this model on the grid is indicated by
the purple dot. It is seen that the pair of probabilities (p11, Pgo) has been moved in
a direction that is not ideal with respect to the bias. A remarkable feature of this
example is that the hypothetical new model would be considered an improvement
on the original model by many conventional evaluation criteria for machine
learning (e.g., recall, precision, accuracy, F1 score).

Note that, in comparison with Figure 3, the isolines in Figure 6 have a smaller
slope. In fact, Figure 3 was based on an example with af = 30%, yielding a slope
of 3/7 =~ 0.43. Here, with a?°1® = 9.8%), the slope of the lines in Figure 6 is
9.8/90.2 = 0.11. It follows from (10) that, for a fixed value of p;,, a smaller value
of af implies that the same change in py will have a larger effect on the bias.
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5. Discussion and conclusion

5.1 Summary of results

In this paper, we have presented simplified expressions for the typical bias and
standard error of estimated domain proportions, differences and growth rates
under random classification errors, for the common situation where the target
classification is binary. These simplified expressions provide some insight into the
way the bias and standard error are affected by (a) the true proportion of interest,
(b) the number of classified cases in the dataset, and (c) the probabilities of
correct classification within each class (p11,Poo)-

In Section 3.1 we used graphs of isocurves to illustrate the influence of these three
factors on the bias and standard error of an estimated proportion. Such graphs
may be used in practice to find acceptable ranges of classification error
probabilities, given a desired accuracy, as was illustrated in Figure 5.

The results for estimated differences and growth rates in this paper hold only
under the simplifying assumptions that classification errors at different time points
are independent and that the performance of the classification model does not
change over time. It is straightforward to relax the latter assumption to allow for
different matrices P at different time points. This is relevant, for instance, when
the model has been retrained in the interim. When classification errors for the
same unit can be dependent over time, the expressions for the bias and standard
error of estimated differences and growth rates become significantly more
complicated, even in the binary case; we refer to Scholtus et al. (2019) for details.

In practice, to apply the results in this paper one requires estimates for the
probabilities in the matrix P and for the true proportion af (and possibly a). In a
supervised machine-learning context, it seems natural to estimate these unknown
parameters from the available test set, provided that this is a random sample of
sufficient size from the target population. In particular, this approach was used in
the application of Section 4. Alternatively, one could construct a dedicated audit
sample to estimate P (Van Delden et al., 2016). Meertens et al. (2019a) developed
a Bayesian method for estimating P which could be useful in particular when only
a small audit sample or test set is available. Finally, in the absence of better
information, one could estimate @; by the proposed estimator &;. Estimator &/ is
equivalent to classifying all units in the population by the (trained) classifier and
then computing the proportion that is allocated to class 1. Van Delden et al. (2016)
showed that in general this yields biased estimates of B(&;) and SE(&7); see also
Meertens et al. (2019b). (Note that in practice the estimation of af is not the only
purpose of using a machine learning model. If it was, one could just estimate af
directly from a sample. For instance, by machine learning one also aims to relate
predicted outcomes to background variables.)
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5.2 Future work

In an application where the bias of a proposed estimator is found to be too large, a
natural follow-up question is how to improve this estimator. For a machine-
learning context, we now present four possible approaches to reduce this bias. The
relative effectiveness of these approaches, and which of these approaches works
best under which conditions, is a point for future research.

First, one could try to improve the classification model, e.g., by changing the type
of model or extending the training set. A sufficient improvement is obtained when
(P11, Poo) lies in its acceptable region as in Figure 5. An interesting idea for future
research may be to incorporate the bias directly into the loss function that is
minimized when training the model.

Second, one might estimate the proportion &f in a different way. The classical
machine-learning approach is to classify each case explicitly into class 0 or 1.
Alternatively one could first predict for each unit i in the population the
probability that it belongs to class 1, denoted by Pﬁ. Next, one can estimate af as
& = %; B /N4. For many traditional models with estimators based on maximum
likelihood or estimating equations, it appears that this approach leads to unbiased
estimation of aggregates, provided that all underlying model assumptions are
satisfied by the data. For instance, in the case of logistic regression it is well known
that the maximum likelihood estimator satisfies ); qui = qu; see, e.g., Hastie et al.
(2009, p. 120). By contrast, explicit classification based on these predicted
probabilities generally results in a biased estimator.

Third, one could try to define an alternative estimator that corrects for the bias. In
principle, once the bias has been estimated (e.g., using one of the formulas in this
paper), a bias-corrected estimator may be obtained immediately by subtracting
the estimated bias from the original estimator. In practice, an important drawback
of this direct bias correction is that it can significantly inflate the standard error of
the estimator. In particular, when the unknown parameters that occur in the bias
formula have been estimated from an audit sample or test set, the standard error
of the bias-corrected estimator will be determined by the size of this random
sample, which may be very small.

Fourth, a more appealing alternative to a bias-corrected estimator may be to
correct for the bias at the micro-level. This can be done by imputing a new,
classification-error-corrected version of the original predicted classification. This
has the advantage that micro-level auxiliary information can be incorporated into
the correction procedure. Two approaches that have been proposed recently for
correcting classification errors in this way are Multiple Over-imputation (Blackwell
et al., 2017) and Multiple Imputation of Latent Classes (Boeschoten, 2019).
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Appendix: Additional derivations

Derivation of (16)

Under assumption 1 in Section 3.3.1, it follows that G, from expression (8) can
be simplified:
_E(N{) N!+B(N') N 1+RB(N}) N

~qr qr

v T E®D) TN +B(N)) N C1+rB(RY) N[ T

Substituting this simplification into expression (7) for AV(@f‘r), we find:
q ar\2 q a@\2 nr
P11 (1= pap) [N+ (G§7) NI | + oo = poo) [N§ + (67)*N§]|

-~ 2

[E()] q
(1= p1)N/ (14 G") + poo(1 — poo)Ng | 1 + gor i No
P11 P11y 1 Poo Poo)Ng 1 NTNA
0

E@D)

Here, it was also used that E(N]) = py; N{ + (1 — poo)N{, as seen in expression

(8).

Av(G") =

An alternative form for the product at the end of the numerator in the last line
may be obtained as follows:

N_ng_N_fNT—N{_Nf’NT1—a{_afl—a{

NJNI N[ NT—NI NNi1—-a' af1-a”

Hence,

p11(1 = p1)NF (1 + G + poo (1 — poo) Ny (1 + G")
PN
5]
rfa; 1—af
Poo(1 — pOO)N(?quT <a_1r 1— a%l - 1)

[E(w)]*

The first term in this expression is equal to (cf. Section 2.2.1):

AV(GIT) =

O (14 61 = [er(ROF G+ 68|

£ (AT)]

E(N)]’
E(AT)
= [cv (@] (1 + 61 (6’

where we used again that, under assumption 1, ;" = E(N;')/E(N]) = G]".
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The second term can be re-written as:

Poo (1 — Poo)Nng’r ar;_
[E(F)]*

Under assumption 2, this second term is negligible and we conclude that

A N2 2
Av(6") = [ev(N)] (1 +617)(6")"
Finally, assumptions 2 and 3 together imply that qu’r = 1 and so it follows that
AV(GIT) = 2[cv (D).

Upon taking the square root, expression (16) follows.

Derivation of (19)

As was seen in the above derivation, assumption 1 implies that G,/ = G;'". Hence,
expression (18) for the approximate bias of G, is reduced to:

A 12
AB(GIT) = 637 [cv (R
Furthermore, it was noted in the previous derivation that assumptions 2 and 3

together imply that qu'r = 1. Hence, under these assumptions, expression (19)
follows.
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